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Introduction to Debugging

* Debugging is hard enough — programs are wrong and they
do not work many times. This is especially true the first
time you try to compile a program. In fact, | do not ever
remember an instance where a program worked the first

time | compiled it.

* To help with this issue, companies have inserted
debugging software tools into their compiler. These
debugging tools are helpful in that enable you to find out
what’'s going wrong quickly. They enable you to scan
memory as well as see what is stored in a particular
variable. This is extremely helpful especially when dealing
with external or global variables.
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Entering the debugging environment

 After you have built your project, you can debug It.

* Right-click on your project name, and select Debug as -
STM32 MCU CJ/C++ Appllcatlon

W Project Explorer B mains B setur
w e LAR yntax unif

= New |.
Go Into maln

Open in New Window
B Copy
i

¥ Delete

Source

5 BL setup hardware
Move..

Rename...

tya Import..
3 Export.

Build Project

Clean Pr'c:u.ject ADDS r3, "'-",I i Make Sure your
il  ro, ~GPios oase development board is
cos roject 1, connected to your PC!

Build Configurations

Build Targets
Index

® Run As

® Debug As

Profile As
Team

Compare With

Restore from Local History...
: vert to C++

C/C++ Code Analysis

v v v w v v v w

Properties lems 48 Tasks = Console Wl Properties
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Entering the debugging environment

* |If this is your first time debugging your code, the Windows Firewall
will ask your permission to connect to the network.

* Make sure to allow access in the new screen that will show up!

ﬂ Windows Security Alert X

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of stink_gdbserver.exe on all public and
private networks.

: Name: stdink_gdbserver.exe
‘. | Publisher: Unknown
Path: C:\st\stm32cubeide_1.0.2\stm32cubeide\plugins

\com.st.stm32cube.ide.mcu.externaltools. stink-gdb-
e e e 3 A A A WAANAAEN0 1 Al ale Uie L
Allow st-ink_gdbserver,exe to communicate on these networks:

_> [] Private networks, such as my home or work network

_» [v] Public networks, such as those in airports and coffee shops (not recommended No’te: If you are usl ng a
because these networks often have litie or no security) |ab S com p ute rS’ th e T A

will need to enable the
access to the network.

| What are the risks of allowing an app through a firewall?

e ®5 Allow access Cancel
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Entering the debugging environment

* A window will pop-up asking if you want to switch to the

Debug view. Click on Switch.
* Don’t panic, but your IDE will look different now! See the next

pages.

Tutorial 4

|II Confirm Perspective Switch

|@ This kind of launch is configured to open the Debug perspective when it suspends.

This Debug perspective is designed to support application debugging. It incorporates
views for displaying the debug stack, variables and breakpoint management.

Do you want to switch to this perspective now?

[ ]Remember my decision

— [ Suitch | No

T
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Entering the debugging environment

* This is the Debug view of the IDE. Your code is on the
evelopment board, but it is not runn

workspace_1.0.2 - Lab1/Src/main.s - STM32CubelDE
dit Navigate Search Project Run Window Help
E-ERRiGeRND. A il i -~

« Debug B Project Explorer B mains B setup_hardware.s B startup_stm321476vgtxs stm321476x%_constants.s *s Break.. ** Expre.. =\ Modul..

~ [BE Lab1.elf [STM32 MCU Debugging] Lz Type Value
« w® Labl.elf [cores: 0]
w o Thread #1 [main] 1 [core: 0] (Suspended : B
= main() at main.s:11 0x8000170
»8l /opt/st/stm32cubeide_1.02/plugins/com.sts.
»8 ST-LINK (ST-LINK GDB server)

main:

BL setup hardware

MOV r3, #0xee
MOVW rl, #0x0002
MoV r2, #(-1)

ADDS r3, r2, rl

LDR r@, =GPIOB BASE
LDR rl, [r@, #GPIO_ODR]
ORR rl, rl, #(1<<2)
STR rl, [r@, #GPI0_ODR]

LDR r@, =GPIOE BASE
LDR rl, [r@, #GPIO ODR]
ORR rl, rl, #(1<<8)
STR rl, [r@, #GPI0O_ODR]

stop: stop

= Console Registers =% Progress B Problems @ Executables Fj Debugger Console § Memory o EXERELE v~

p i 5 g
Erasing internal memory sector ©
Download in Progress:

File download complete
Time elapsed during download operation: 00:00:00.220

Verifying ...

Download verified successfully
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Understanding the debugging environment

* You should familiarize yourself with the buttons indicated In
the picture below. They are the most important ones to
using when debugging your code.

Fdit Navigate Search Project Run Window Help

B:cS05%pno. 3R+ 5TiRivri Py

Runs your code in its
entirety. It will only stop
running manually or in a

breakpoint.
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Understanding the debugging environment

* You should familiarize yourself with the buttons indicated In
the picture below. They are the most important ones to
using when debugging your code.

Exits the debugging
mode.
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Understanding the debugging environment

* You should familiarize yourself with the buttons indicated In
the picture below. They are the most important ones to
using when debugging your code.

Runs your code line by
line.
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Understanding the debugging environment

* You should familiarize yourself with the buttons indicated In
the picture below. They are the most important ones to
using when debugging your code.

Fdit Navigate Search Project Run Window Help

B:cS05%pno. 3R+ 5TiRivri Py

If the next line of code is
a function or
subroutine, this button
you jump over its code
location.
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Understanding the debugging environment

* You should familiarize yourself with the buttons indicated In
the picture below. They are the most important ones to
using when debugging your code.

Jumps out of a function
or subroutine.
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Inserting Breakpoints in your code

* Breakpoints can help you debug your code by stopping
execution when a desired line of code Is reached.

* To set a breakpoint, right-click in the space to the left of the
number line and select Toggle Breakpoint.

ile Edit

main:

Right-click in this blue
strip.
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Inserting Breakpoints in your code

* Breakpoints can help you debug your code by stopping
execution when a desired line of code Is reached.

* To set a breakpoint, right-click in the space to the left of the
number line and select Toggle Breakpoint.

Edit Navig

main:

Add Task...
W# Show Quick Diff
& Show Line Numbers

P rE‘IE Tences.
STR rl, [r@, #GPIO ODR
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Reading the General Purpose Registers

* To read the values stored in the General Purpose

Registers (RO to R15), open the Registers tab as indicated

dit Navigate Search Project Run Window Help

B EERIGeRBND. A s Pevifvi -~

» Debug Bl Project Explorer E main.s B setup_hardware.s
t: B
~ [BE Lab1.elf [STM32 MCU Debugging] Lz
« w® Labl.elf [cores: 0]
w o Thread #1 [main] 1 [core: 0] (Suspended : B
= main() at main.s:11 0x8000170
»8l /opt/st/stm32cubeide_1.02/plugins/com.sts.
»8 ST-LINK (ST-LINK GDB server)

main:

BL setup hardware

MOV r3, #0xee
MOVW rl, #0x0002
MoV r2, #(-1)
ADDS r3, r2, rl

LDR r@, =GPIOB BASE

LDR rl, [r@, #GPIO_ODR]

ORR rl, rl, #(1<<2)

STR rl, [r@, #GPI0_ODR]

re, =(>I0E_BASE

rl, [13, #GPIO ODR]

rl; . #(1<<8)

stop: B stop

2 Console Registers =% Progr

E]
Erasing internal memory
Download in Progress:

File download complete

Time elapsed during download operation: 00:00:00.220

Verifying ...

Download verified successfully
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rl, [13, #GPIO ODR]

B startup_stm321476vgtxs

ess B Problems @ Executables
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*» Break...

++ Expre.

Type

=\ Modul...
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Reading the General Purpose Registers

 The image below shows the values of the general purpose
registers, which can be used to help you debug your code.

* By default, the values are in decimal format. You can

manually change it to hexadecimal or binary.

B2 Console Registers = Progress B Problems @8 Executables Fy Debugger Console #§ Memory
ET Value
w i General Registers

ro 536870912

r1 536870912

r2 536870944

r3 134218157

r4 536870944

r5

r6

7 0

ra

r9

ro

rn

ri2

sp 020018000

Ir 134218331

pc 2000110 <mal
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Reading the General Purpose Registers

* You can change the format by right-clicking on the values
and select Number Format - Hex or Number Format

2 Console

Name

Registers == Progress Rl Problems @ Executables Fi Debugger Console & Memory

Value Description

~ i General Registers General Purpose and FPU Register Group

ro
r
r2
r3
I
s
ré

;04000000040

536870912
536870912
536870044
134218157

536870044

Select All

BB Copy Registers
Number Format » O Hex
0 Find...

) (O Decimal
U .
Add Register Group O Octal
Restore Default Register Groups

Watch O sinary
& Default

Restore To Preference
0

0
0x20018000

134218331

0X80001f0 <main>

944

3ry:100000000000000000000000100060

efault:5368

0944
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Reading the Special Function Registers

* To read the values stored in the Special Function
Registers, such as GPI0s registers, open the SFRs
tab as indicated below.

workspace_1.0.2 - Lab1/Src/main.s - STM32CubelDE
dit Navigate Search Project Run Window Help
- BRideRruo. 3~ ihinvifwi -~

« Debug B Project Explorer B mains B setup_hardware.s BEs stm321476vgtx.s stm321476x%_constants. *s Break.. ** Expre.. =\ Modul..
B
main Type

~ [BE Lab1.elf [STM32 MCU Debugging]
« u” Labl.elf [cores: 0]
w o Thread #1 [main] 1 [core: 0] (Suspended : B
= main() at main.s:11 0x8000170
»8l /opt/st/stm32cubeide_1.0.2/plugins/com.sts.
»8 ST-LINK (ST-LINK GDB server)

main:

BL setup hardware

MOV r3, #0xee
MOVW rl, #0x0002
MoV r2, #(-1)

ADDS r3, r2, rl

LDR r@, =GPIOB BASE
LDR rl, [r@, #GPIO_ODR]
ORR rl, rl, #(1l<<2)
STR rl, [r@, #GPI0_ODR]

LDR r@, =GPIOE BASE
LDR rl, [r@, #GPIO ODR]
ORR rl, rl, #(1<<8)
STR rl, [r@, #GPI0O_ODR]

stop: B stop

2 Console Regi =n Progress B P ¥ Executables Fy Debugger Console § Memory o ENREFAuE vu~
T-LIK

Erasing internal memory sector @
Download in Progress:

File download complete

Time elapsed during download operation: 00:00:00.220

Verifying ...

Download verified successfully

Tutorial 4 ENSC 3213: Computer-based Systems 17/22



Reading the Special Function Registers

 For example, GPIOB-IDR is responsible for reading the
Inputs connected in GPIO port B.

* |t can be read as shown in the picture below.

Address Value

OX48000410 | Oxfifffebf HexadeC|ma| Value Of
the register
GBIOB-O0DR.

Binary value of the
register GBIOB-0DR.
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eading the Data Memory

Data memory can be used to save strings and variables
without using the general purpose registers.

It can be read by clicking in the Memory tab.

workspace_1.0.2 - Lab1/Src/main.s - STM32CubelDE
dit Navigate Search Project Run Window Help
- BRideRruo. 3~ ihinvifwi -~

« Debug B Project Explorer B mains B setup_hardware.s BEs stm321476vgtx.s stm321476x%_constants. *s Break.. ** Expre.. =\ Modul..
B
~ [BE Lab1.elf [STM32 MCU Debugging] Lz Type
« u” Labl.elf [cores: 0]
w o Thread #1 [main] 1 [core: 0] (Suspended : B
= main() at main.s:11 0x8000170
»8l /opt/st/stm32cubeide_1.0.2/plugins/com.sts.

»8 ST-LINK (ST-LINK GDB server)

main:

BL setup hardware

MOV r3, #0xee
MOVW rl, #0x0002
MoV r2, #(-1)

ADDS r3, r2, rl

LDR r@, =GPIOB BASE
LDR rl, [r@, #GPIO_ODR]
ORR rl, rl, #(1l<<2)
STR rl, [r@, #GPI0_ODR]

re, =GPIOE_BASE
rl, [r@, #GPI0O ODR]
rl, rl, #(1<<8)
rl, [r@, #GPIO ODR]

stop: B stop

2 Console Regi =n Progress B P ¥ Executables Fy Debugger Console § Memory o ENREFAuE vu~
T-LIK

Erasing internal memory sector @
Download in Progress:

File download complete

Time elapsed during download operation: 00:00:00.220

Verifying ...

Download verified successfully
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Reading the Data Memory

« Data memory starts in the address 0x20000000.
* You have to Add a Memory Monitor to this address.
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Reading the Data Memory

« Data memory starts in the address 0x20000000.
* You have to Add a Memory Monitor to this address.

Monitor Memory

Enter address or expression to
monitor:

0%20000000|

(7] Cancel
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Reading the Data Memory

« Data memory starts in the address 0x20000000.
* You have to Add a Memory Monitor to this address.

2 Console  Registers =m Progress Rl Problems ¥ Executables Fg Debugger Console W Memory

= 3 . -
20000000 @ 20000000 <Hex=

£ Ox20000000 _ )
Address B
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